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ABSTRACT

Self-Modifying-Code is a code that changes the code by itself during execution time. This technique is particularly abused by
malicious code to bypass static analysis. Therefor, in order to effectively detect such malicious codes, it is important to identify
self-modifying-codes. In the meantime, Self-modify-codes have been analyzed using dynamic analysis methods, but this is
time-consuming and costly. If static analysis can detect self-modifying-code it will be of great help to malicious code analysis.

In this paper, we propose a static analysis method to detect self-modified code for binary executable programs converted
to LLVM IR and apply this method by making a self-modifying-code benchmark. As a result of the experiment in this
paper, the designed static analysis method was effective for the standardized LLVM IR program that was compiled and
converted to the benchmark program. However, there was a limitation in that it was difficult to detect the
self-modifying-code for the unstructured LLVM IR program in which the binary was lifted and transformed. To overcome
this, we need an effective way to lift the binary code.
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2.2 McSema void foo(void);
McSema~= =52 PE(Portable i{”t main(void)
Executable)$} 2]%52¢ ELF(Executable and
; 1o Vsl glolo void *foo_addr = (void *)foo;
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LLVM IRE #Z¥ &F= eZ4hr xgauo] PROT_WRITE | PROT_EXEC
o}, )
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A CFG IHdS gt W59 gl=d 2o ]Ji memcpy(foo_addr,shellcode, sizeof(shellcode) ~1);
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& 24l B4 duE F shielt}. Ay 223 Table 3. LLVM IR Constraints for Pointer
Fallol] wizZkslA] ok wpAle] AA BHoz ¥olE] Analysis.
o akel el Tﬂ‘l}é}% AL AlepA el A 71 Instruction Constraint Type
ghal 1 s ekt
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el alg WA B TAHE C Aol A :
kS Table 13 2eh. ([ )) 7152 Ashe e inttoptr ((value]) < ([(result])) 2
W= 7] 5T} bitcast |((value)) = ((result) 2
Table 2= LLVM IR W3- Zqleje} ¥l bhi ((vall)) < ([result)), ((val2)) 9
ol Syntaxl @ s duE|Ze| PAE A c (lresult]], ...
Agk LLVM IR9 A|eFA]e th29] Table 33 % select ((vall)) < ([result)), ((val2])) 9
t}. c ((result])
extractvalue ((vall) = ((result])) 2
Table 1. Constraints of Andersen’s Algorithm(4]. e ¢ & ((pointer)] — ((value)] ;
Statement Constraint Type < (lc))
p = &x ((p))>x 1 load ¢ € ((pointer]] — 4
p=x ((p))2((x)) 2 ({c)) € ((result))
* 1, p2, ..., vl v2 ..., ret
p="x | Vvel)] - (N2l | 3 R e
o= x vvellp)] — ((v))2((x)) 4 call [[vl]]g[[pl]],[/EvZ]]E[[pZ]],.. 2
((ret_var))=((result)]

Table 2. LLVM IR Instruction Syntax.
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Table 4. SMC Benchmark Codel(6).
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Table 5. Static Analyzer Result From Benchmark.

Clang
LLVM IR

0]

ANSWER
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Table 6. Static Analyzer Performance.

Clang Clang
LLVM IR (line) | LLVM IR (ms)

SMC1 93 202

SMC2 178 748

SMC3 202 997

SMC4 136 456

SMC5 214 1,079

SMC6 179 716

SMCT7 80 284

SMC8 232 1,976

SMC9 112 306
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